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Abstract: A cloud storage platform data encryption algorithm based on chaotic mapping is proposed. The chaotic sensitivity
feature representation method is used to design the unstructured reconfiguration of cloud storage platform big data. The
homomorphism transformation and correlation mapping of cloud data are carried out in the unstructured feature distribution
space, and the chaotic coding key of cloud data is constructed. The cyclic expansion of data key is carried out by means of
symbol adaptive pairing method. According to the intensity of plaintext attack, the encoder protocol of cloud storage
platform encryption is constructed in finite domain. The arithmetic coding and cyclic encryption of stored data on cloud
platform are realized by piecewise linear coding method. The simulation results show that this method can improve the anti-
attack ability of cloud storage platform data, the steganography performance of data is better, and the data encryption
storage performance is good.

Key words: cloud storage platform; chaotic mapping; data encryption; key; plaintext attack

Vol.35 No. 7

1 58

TE M 2805 BALIHR . S A7 5 B 2 22 5K R 5
P BB AU W28 05 B R G L 4 W &
AR ESYR 14 2 47 LY SC SR P 1 A8 T i »
XS AR5 T B2 R AR R s Bt R 15
Bzgt,

IFE HHEE: 2017—10—05; {EE HHF: 2017—11—28

TG Ik X o At B s B o 7 v R
A1 %5 7 2 ECC m %5 J5 ¥ . 43 Be NTRUd 28
s ik AR Sl A N % 8 BT RS ST AL A ik
T SR A T BH 45 0 » S BB 0 fin 2 0 fie
AR AR SRR A5G SCHR R AT B s 5 s
g8, Horr, SCRRLA Jrb 4 ) — 7 B T 150 ity 4 28 A 44
#l (Elliptic Curve Cryptography, ECC) B = 14t F

BEETR : e8NS AR BARTFFRITRII H (132300410443) s HE #ASCE LSRRI H (15YJCZH234)



128 P 2R SR

2018 4F

EINEEA A BRI P 8 2 A7 1 B I A
RHETT R X I B AN 23 By » Bt it
W PIEAT AT 5 K T » 482 i R 1
U e T 2T AR I T AF A T
RS T P REAN G 1) Tl s SCHRLES T 8 i — o
BT H SEA RIS N 1 2 A7 6 X B 1k
G AL R AP B LG 0 A A IR0 L 5
FEEPIT O BURE SR LB A7 5 1R R
JE I 1207 1 R 0 e s U D s
BOSIREIN A DTG BE T AN SCHRL6 JHh i i %
Z W EAL PG 1 2 A7 687 5 19 B 18 0L 26k 5
75 SR MIMO R 5 81 44 1 07 726 ) A 9RO % 2%
G2, SEBUBHR T BOIN A » $52 R 0 1 SE I 7 ik
(RIS A A T 8 19 T T 0 P A B A SRR K 5
[ L.

BERT L R L AR SCHR M — b T TR R S
mAHEE SRR Bk, EE T AR AT
(R AEHA 70 M » EAT 2008 1 T D e P A A
TR BT R R I e 1 L 45 A WS R R A
SR BEAT I S5 DA - SR 5 2EAT 04 23 475 T3
WL fia AT R I Ak s R T AR SO
TEAE S o B I s 1 RE T i A I A

2 mEETFEXRBEMEHFEEEHE
STHT

2.1 REFMEFEREENIESEHULES

N T B AT B R RAE s Bt B
SR VR T U R R SR AE T VR AT AT 5 KRB
PR ARSI LTS 72 A BRI A = A7 61
G MG B AN Decrypt (skoc A = T =
(Lo )01« SR IR B0 285 A O XS D7 06 AT 50008 T % 114

SERALRAE S L A5 B0 B 0 2 85 B 1 A 4 A
E2WF

Decrypt(sk ¢ )A'A =
fa v i) (@i v avnm
{ Dot @b)
tod vt L@ma Gy

XA 5 PR AR SR BE LA
JPEEAT R R AR S5 T 2248 s 14 IR
B AT AT B KRB AR5 i1
HH L FFR ZAE R R

Decrypt (skc* ) (A1) @ aD" gl

- -
a h ar Ll

(2)

{alam R S 5

Clmiltm,l ee a,,flt,,,,,,,
=F

T SCRF N 1) 25 B0 B BE R s IR T s

IEZ AT R B Y R IP S X = 21 ses 2,

GEitna S X IS, = & -+

+ e, o SR IR il £ AR IR AE RS T3 L A3 280 T

TR BRI A O

a1, t lam

tiy ottt bim

Decrypt (sk,c* JAA™' = =FE (3)

ot Ly
K PR TCARUESORS I 7 v o AT TR o 8 30 1)
AL PEAL I, ¥ 3 Hash RS S48 025 W
G0«
Decrypt (s o VA% Decrypt (ko™ YA (@t apt) T
(1171 1,y et 0(171 tm
=F 4
TR TTIEUN I 51 3 Al e = hGn) R 5
FORAARIN 7 1245 2 S A7V 6 T B b iy — (8
e i AR D R -
Decrypt (skyc™ ) (Alra) )™ =

(1171 tlmz
: (5

—1
Qm ZL'm m

a1di,1 ot Und 1,m

a1, 1 St nlonm

—
a1l

i
=) Gy’

AR 0% i i 7T 2 1 PO B JEA T RS
B TR O AR 8 = AR T 5 KB 1R
LML BN 1 .

2.2 MEHEREEHBMERIE

DT AR R T B BT I RE T 7 ER ATIR
PRI T5 Y5 AT 25 77 R 19 Sk R AE L AR B
FAEL A TR AE S e R A S T 45 3 5 14 L
KPSl s = {sivi = 1M | s, € S} R AIRIRI iR
BB S E b R FXTRR Hash pREHES TR 025 114
SrBWRR B SRR -

C — S:Certificate{Cert, }



BRAERE 5« SA7 T B F 2 T BN S B 129

Lwo [ [w] w]
ENENEAEA
|aBs s s

T
L L]

[ Lo [ra [ 0]

Bl Z=EEFEAHENIEEHACESR

C — S:ClientKeyExchange { K. }
C — S:CertificateVerify { { hash (messages) }p 1 }

SR PR T B S 285 D A T ) = A7 AT 2 I 454
ACESHRE T35 1 53 B A TR Bl S D7 A

_ x/ps x € [0.p)

flo {(11)/1)7 x € [p,1] ©)

T ZH p AR T s PR ) 1 (R
MY p = 0.5 B R BB Logistics PR,
K Logistics Rl B S HEAT 25 47 it R K HE 1) 70 Bt
i AT B n TR E = e1se0 st vse, 1R
PR VG AR v R4S BB R T A (B Ze A
e v, = 2e; — 1, LLO A 1 7R G bith it 5 TG AR
TEIRVEBLG RAET . 15 3 in 25 R T LR P 8] X =
Ty sy s, MG RHER X I R S, = 2+
w0y A e A SR AR B 7 AT I R Y
RIGK I AFAE SR I, 45 B OCIRML N AFE B S, AR (B

0 B E 10— G R S P
n n

THRER EZS 430 pR K 255 IR T 4 1 5 % 2 1]
9 F R SR PR, B AT g AT R O A . X0 2

. S” “ 72/‘7 4
711me<\/7;< Z>: o(z) = /%Jw(’ P du, 15 3
_ 1S

IR TIN B A GG RER N Sy = i R
n

P Logistic BRI IE 25 0 A ek« 75 20 0 %5 fa o 1Y)
RER WIS T
}LTEP(Sobs = :/97;7’
I S d He 2 (7
=1 m(Jwe du +Jz e du)

= 290(2)* 1

<z)

TEAR AR 73 A 25 ] v i AT = Bs 1 TR 2
PN IR LR T I o FEAT 5 A4 B R 454 Sk
P B mas 4 AL 4R : Setup, Extract,
Encrypt #l Decrypt., >k FI5 70 B i@ b B 77 20647
Bl S PIROIEER E  EA T a3 T

3 HiEmMBmEEMH

3.1 IRMmEETAILIT
TR TR TE BUSME R AR RAE 7 BT s AP
B REAE AR L A BT R SE A B T B
IV SRR A S T MWL 10 5 £7
P24 0 PR N 5. R TR M 4 T
AR AL P B I i SE 1t P-value 08 -
P-value = 2[[1 — ¢ (Sy) ]

_ (,,,ﬂ<ﬁ) (8)
#r gt P—value = 0. 017§ 8847 J7 17 KS €
(0,1} K 1745 5 gt e S - BB A7 it 2 1)
K RE, 7EBISCR) SRBURESE IX R] 7, 15 21 26 P g
1) )52 BRI
(prl s =0
S ll—a—p I, s=*1"
o I R = AR 6 0 2 550 B SC ek 14
GG o3 DX TE) L BEE IR E T = [0, 1], Bl % gt
PSR BE 2 B W SC43 i N AN, SR 43 B
TR AR BN N g 2 1k 2
x/ Py, € I
(x—Py))/P,, e I
F(2) =< e (10)

D €

n—1
(x—>,P)/P,. x€l,
i=1

KL P G= 1, n) FoR IR T 5 X [ 5347 18
IR E] 1 R IR T 51 A BE AL A Ak B 75 B
SCIPA RGN G 171 N o i 2 T T e B 2 B T 2 0 2«
{KCl = KCy @ {tj+tjs1stia s> stitmos )

(1D
KS, = KS| @ {tj4s)



130 P 2R SR

2018 4F

J—?tEP j = Tm0d128,Xﬂ‘ f(f) El}ilgli%@'?

n—1

FH@) =4 e (12)
“1zg;4j§]}%
=1

PR SRR A1) 758 B A RFAIE 23 A1 28 [8] R A
JC FE N X 7 5 A T R S R A L S B
Mg YO X — LB R an &l 2 Fos.

w, |w5 w, | w, |

.

.

i |
| w“) w4l | WAZ W43

B2 RBEZARSLT
3.2 nEMHEEREARREIERMNE
SR IS TT L R BC X 5 502 8 ARG 2R
R G AL Sy | DR SRR EY SR SO R

H =— > P; log, (P, (13)
=1

TEFMER ARG IE R T = AE6E B 1Y 9 5 )7
ﬁl‘l S = {Sni =1, .M ‘ s, € S}E@{E/E\Wfﬁ)d‘%jj

P, = 1\7146(17’61{51' | s =S,} b

RH1,S, € S,n=1,+, N, GEE 4 H BSOS I 1
RN E WY REH « = (21, x0" € GF
(2")" 3 BB IS i R B R B S MK
I3 R -
I'= o)™ (15)
size (I') = Pisize (I'™) (16)
R R B IR T F I g bR
IR
size(I') = TIM, P(s; € S)
= II)Y, (P« b =S a7
= L, (P

XA A T i 3R 3

N
— log, (size (I')) =— > P,M log,(P,) = "K/m|

n=1
(18)

TEA BRI b i = A7 87 & 0% 1 S B
WA

* RkeyGen(param yrskp, ,ID; ,1D;), 43 41 %
WSHLH A P 3 a1 200500, ARG SP800-22 revla fx
HED BT s AE gAY A 205 N AN Lo sy 5]
NP kil € Z, . BB LS RTINS 0
U R B ey o 10 = Hi (e 1582083510
13 B AP 6 BRI 0 i S b 7 )
(rk v a1k oy s 7R3 s 1Ry s TR 55 s 1R G ) =
(19

<gﬂh,<gwh>ﬂh,f¥,

K B Tl SRR Pk AR A B o 6 1 iy
el s Ol
C—
S:ClientHello{ Ver.,CipherSuite. , R, , SessionlD}
S >
C:ServerHello{ Ver,, CipherSuite, , R, , SessionlD}
RN
Decrypt (skyc™ oz) N B SCHORR B g0 s 2970
JBqo < Z (N [0,27/7) %530 AS (Al i 1 B S %5 4

m = (mi,) i AR B param = {G1.Gy.e.g
82+83 shyH, sz} s

g BRI S SRR T & F TR
BRI I S i SIS R A 3 BT

4 fhEXESMEEES T

N T MRAA ST IEAE S BB A7 B X
R PERE AT D ELSC R s SEROR T Matlab 7 %31
Bl AR I BE D 1024 i e Oy RS 4 /s
2 200Gbit, MR EE G H R 200, X3 Jin 4 2K
PEIREEIR Ny 12 KHz, WA s e 510 -
100110101001010010010100101010010101001
010010101000010010100100101010010010100
101001010010100101010010001010010111011
110010010101001011101001010101010101010
101011001001010010
LA b 3R R B 1 25 S g FU AR PP 81 D A AR

o1 — 1 — b
.ST}'I’ (1 ’i>57;i j=ty) ,k,gk')



78 WREERE 55 . PG 6 1 2 TR T W A B 2 ik et 131
o FESRT B45 BRI, LA E B0 hn 2% i o B2 L 15
- FLE R 5 FR,
—— 10 %K%
| IS EAEA | ,
T - 20 %R
v 30 %K
| M | —— 40 %R
l = 50 %A INE
| HARGRT | |ﬂn%thﬁv‘ﬁiﬁ%ﬁh\zﬂﬁiﬁw o= 60%RME
l —— 70 %E N
4 ™ 0.0 = 80 %A N
| ﬁﬁwu ‘ ’ 20 24 28 32 36 40 44 48 52 56 60 o 90 Y%k hna
| HARF B e
| memsii | 5 REME LS E FEE B
N — .
yi 5 48, Y Ve AT ¥ B f=
e YT 5 A5 SR A SO IR AT R N - {5

B3 mEHEEXARER

P32 1 S REE AT R s 15 L.
®1 ZRSHIRE

SRR E Lmax M l P P
EY U 23 40 10 0.21 0. 45

I N R AR AR 4R /9 48 T ik ]
AR 412 s T W 3 ) TR JEE R el BE 75 R
G ECC Ik FIA SO RAS J5 1% 45 B 1 45
RN 4 P,

E - - -RSA(1024)

H i i i i
0 50 100 150 200 250 300

WU 1] /min
(a) PR PE A SR
160 T
140 ismsty opie i Aheere e W
2 120 ~RSA(1024)]
E ECC(160)
= 100 *ECC(160)
T
B 6op--- ; ; i ; :
0| e v aafle A PVl A B A A W Y o]
20 I I I I i
0 50 100 150 200 250 300
P [8/min
b)I%E

4 fnEEsEis
OIMTIEL A AL R A SO LT A B
S8t in s A8 T U RS T 11 TR 38 A S
PR I TR BE R i — 28 0 A AS ) s LE o

SRS E BT AR UG T3 I BT B 54 L
f&m T 15, 830, BT AR B B AR T
6. 9870+ IR T A ST IETE S 5 2 A il B PR
Jr A A RE.

4 HEFRIE

TAHRIE B2 R R BT B RERL PR A1
NS B RGN L 42 sATEF G I Z AL Bs
AL P B A AT R 75 5 52 B W 25 Wi
A T R I L AR R R 1 B A AR SO Y — Ak
TARDEWR 1) 2 A7 081 15 200 I 333k SRR 36
B PIBCRT T35 AT R 0 1R 254 A IR A 20 ik R
ST A 38 I EE X 7 3 HEA T R S S R 3R 0 e
ZEAT IR DRk FAE A5 S RE 07 3% » W B
IR S B G B SE B P B R B A7 i
BARSEA GRS FIG IR I . BE5EAHH A SO B E T
St s p PR RE B - VLM BE T 08 B IR T A7
filf V- 5 Xa i 2 2

SE

(1] B KRR, TinySBSecHi Blfc 52 WSN #f )2
IEERL LT W R B TR R 24, 2014, 35(2):
1-6.

[2] Suzukit, Kudo H. Two-dimensional non-separable
block-lifting structure and its application to M-channel
perfect reconstruction filter banks for lossy-to-lossless
image coding[ ]J]. IEEE Transactions on Image Pro-
cessing, 2015, 24(12). 4943-4951.

(3] MU, JH5E, SEMS, 45 3T Hash ARSI
PAEPR T ] HHEAHLN . 2016, 36(3): 657-660.

[4] Lee Y Y, Wang C H, Huang Y H. A hybrid RF/

baseband precoding processor based on parallel-index-



132 P 2R SR

2018 4F

selection matrix-inversion-bypass simultaneous orthog-
onal matching pursuit for millimeter wave MIMO sys-
tems[ J]. IEEE Transactions on Signal Processing.,
2015, 63(2): 305-317.

[5] Vaseghi B, Pourmina M A, Mobayen S. Secure com-
munication in wireless sensor networks based on chaos
synchronization using adaptive sliding mode control
[J]. Nonlinear Dynamics, 2017, 89(3):1689-1704.

[6] Filali R L, Benrejeb M, Borne P. On observer-based
secure communication design using discrete-time hy-
perchaotic systems[ ] ]. Communications in Nonlinear
Science and Numerical Simulation, 2014, 19 (5).
1424-1432.

(7] BORTF, kAR AL A5, — i S A 2 oK I R R
MIMO iR & gk L], B 5E 854k, 2017,
39(8): 1788-1795.

[8] Rusu C, MendezRial R, Gonzalez-Prelcic N, et al.
Low complexity hybrid precoding strategies for milli-
meter wave communication systems| J|. IEEE Trans-
actions on Wireless Communications, 2016, 15(12).
8380-8393.

(9] BR300 5. —Rh B AL JE M 1 20 2
AR AR, 2017, 44(7) 1 42-46.

(10] TRaknm, =, Mhoe. JE T 9B e AL B 9 4

Mavs k1], FHENLRE A, 2017, 37(7): 1948-1952,

(11] &1, 5k &m0, & 480, 2T A OpenID Con-
nect PRSGAIEMER) B Sk B LT 1. dhRg RO 2= 2 4
(HERBLEM) . 2016,35(3):123-129.

[12] ke2egm SRR 25 8% . 5%, 25T DNA BRBHEXFRm
w52 k] P EFBRAAF B R, 2010,40(2)
240-248.

[13] REXUE. 254, o, LTI E/N TR BN R & 7
LT 2= 5181, 2017, 34 (1) : 102-105.

(147 A W, 7k SCBC AT E e 4 9 F% 3l 119 R0 Al {5 B
WL TN, 2015, 38(4) : 733-748.

[15] V3. 5k AL, FE 8 A, 3155 7T §£ Y Diffie-Hellman % 4
LA S A [T ], 3 {5 ), 2011, 32 (10) :
118-126.

(16 SRR, KA PREE T B B A 2% 53k i etk 55 05 12
()], PR, 2016, 33(8):338-341.

EEE T

FREENE 55, (1978 AL, B 2. WF9EJr Il W 45 B A5 5
44>, E-mail : 17153414@qq. com.

BB L, (1978 WA BIEER. DHSE T I A B A
.



